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Abstract

Opportunities in the development of new wireless m-
commerce applications are enormous. Market research
has valued these opportunities anywhere between 26 bil-
lion in 2004 to 42 billion in 2005. Within this paper we
present an m-commerce framework based on agent tech-
nology. We believe that agent technology can greatly as-
sist in the development of new wireless m-commerce ap-
plications as currently mobile devices suffer from lim-
ited networks bandwidth and processing power. A small
testbed has been developed to demonstrate the potential
of this framework.
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1 Introduction

It has been predicted that within the next few years the
number of mobile devices connected to the Internet, such
as cell phones, personal digital assistants (PDAS), pagers,
and smart phones, will exceed one hillion [1]. This po-
tential growth has the ability to create new markets and
opportunitiesin the devel opment of wireless applications.
Market research has valued these opportunities anywhere
between 26 billionin 2004 [5] and 42 billion in 2005 [15].
We believethat thereisacurrent lack of frameworks deal -
ing specifically with the devel opment of wireless applica-
tions. This may force companies into re-using existing
frameworks that were designed primarily for developing
Internet-based applicationsfor personal computers. How-
ever, there are fundamental differences between devel op-
ing wireless applications and I nternet-based applications.
For instance, wireless applications communicate over net-
works that suffer from low bandwidth, high error rates,
and frequent disconnections when compared to wireline
networks. Within this paper we propose the devel opment
of anew m-commerce framework based on the use of mo-
bile agents. Through mobile agents our framework is able
to overcome some of the limitations facing current gener-

ations of mobile devices (e.g., bandwidth limitations, low
resources, etc.).

2 Current Frameworks for Devel-
opment of Wireless Applications

Currently, wireless network providers are offering their
services to customers through the Wireless Application
Protocol (WAP) [14]. This alows customers to browse
WAP-enabled web sites via a micro-browser instaled
within their mobile device. However, there are severa
problems associated with this:

e Currently, many mobile devices have limited
screens, e.g., 160x120 pixels. This means they are
only able to display small fractions of aweb page at
atime. Therefore, users have to spend considerable
effort in scrolling before they are able to gather the
information they are interested in.

e Due to bandwidth limitations, accessing web pages
from amobile deviceis significantly slower than ac-
cess from awired device.

e The user interface for WAP-enabled web sites is
primitive when compared to traditional web sites.
Devices that might be capable of displaying richer
graphical user interface (GUI) screens through
higher screen resolutions are not being exploited.

¢ Mobiledevicescommunicate over wireless networks
that tend to suffer from greater occurrences of dis-
connections due to a variety of problems, such as
limited cell coverage, loss of signal, etc. Current
frameworks only provide partial support for discon-
nected operation.

Despite these serious limitations, manufacturers of
mobile devices as well as wireless network providers are
still developing and deploying applicationsfor mobile de-
vices based on the same technology as traditional web
applications. Instead of re-using existing frameworks,



which will not work effectively for mobile devices, new
frameworks specifically targeted at mobile devices are
needed.

One approach to devel oping m-commerce frameworks
proposed in [13] involves different companies develop-
ing specific layers that may be re-used by others. For in-
stance, an organization specialized in wireless networks
may develop a layer focussing purely on the lower level
aspects of wireless network functions. This layer could
be used by another organization that wishes to develop
a wireless middleware product. Thus, the company de-
veloping the middleware product does not need to worry
about the lower level details of the wireless network. In-
stead, they rely on the layer provided to them by another
organization. This approach could be used within our
framework, too, as network service providers may han-
dle the specific details of how agents interface with other
entities (e.g., agents, network services, etc.), while ap-
plication providers devel op wirel ess applications that use
these lower level services.

3 Overview of a New M-Commerce
Framewor k

Our m-commerce framework has been specifically de-
signed to aid in the development of new wireless appli-
cations and services for mobile devices. Our approach
differsfrom other frameworksthat rely on the use of WAP
technology in that we utilize mobile agent technology.
The benefits gained from the use of mobile agent tech-
nology fall within three sections:

1. Resources. This can be broken down into two spe-
cific areas. network resources and computational re-
sources. Through the use of mobile agents network
resources are saved as an agent may be transferred
to remote network locations, where it can perform
the majority of a given task on behalf of a user.
Furthermore this approach also saves computational
resources of a mobile device, as processing is per-
formed elsewhere within the network.

2. Personalization: Wireless applications developed
using agent technology can be highly customized to
individual users and their mobile devices. For in-
stance, if a mobile device supports a higher screen
resolution, an agent may take this into account by
dynamically formatting the appearance of content it
has collected from various network locations. Simi-
larly, content could also be customized to an individ-
ual’s preferences. For example, if an agent observes
that a user only reads the sports section of an elec-

tronic newspaper and discards the rest (e.g., world
news), it may download only the sports section in
the future.

3. New services: Agent technology may assist in the
development of next generation wireless applica
tions and services. For instance, a shopping center
could offer aweb portal where consumerscould send
their agents from their cell phone to locate product
specials that match their interests. Within the portal
consumers’ agents would negotiate with agents rep-
resenting various stores, and deals could be reached
between both parties. Once adeal is made, the agent
could inform its owner with the specific details, such
as which product was located, the terms and con-
ditions of the deal, including directions on how to
locate the store from their current position.

Our framework provides three types of agents:

1. Device agent: Each user is given a single device
agent that will reside on the mobile device (e.g., cell
phone or PDA). The device agent’s responsibility is
to enable a user to |locate and to access various wire-
less services. This aso includes handling certain
tasks, such as negotiating for a service, payment of a
service, etc.

2. Service agent: Service providers will use service
agentsto handle service requests generated by users.
A service agent is considered a heavy-weight agent,
asit offersahigh level of functionality and only op-
erates within the wired network.

3. Courier agent: Service agents do not communi-
cate directly with a user, instead they use one or
more courier agents for this purpose. Couriers are
lightweight agents that only contain limited func-
tionality and data applicable to the current interac-
tion between a service agent and a user. Once a
courier agent is transferred from a service agent to
a device agent, it only communicates back with the
service agent viaa XML -based communication pro-
tocol. A courier agent cannot travel back to the ser-
vice agent, to another device, or to another network
location.

The benefits of using three different types of agentsis
that each one can be customized to a specific role. For
instance, a device agent not only assists but aso protects
a user (from malicious courier agents) who is accessing
various services. Both the service and courier agent play
different roles and operate within vastly different envi-
ronments — the wireless network and the wired network.



Wireless networks typically have lower bandwidth avail-
able than wired networks. This places a constraint on the
size of a mobile agent when travelling through a wire-
less network. Therefore, we decided to create a smaller,
lighter courier agent, one that only contains limited ap-
plication logic. This not only means that courier agents
can be transferred reasonable well through a wireless net-
work, but they also hel p to reduce the amount of resources
used when run on a mobile device due to their limited
functionality.

Within the following subsections we will elaborate on
the three types of agents.

3.1 Device Agent

Before any wireless services can be initiated, a user must
firstly download an application that contains a device
agent onto the mobile device. A device agent is a sta-
tionary agent that resides on auser’sdevice (althoughitis
possible to transfer this agent to another device) and pro-
videsaccessto variouswirel ess services, such aslocation-
based product comparisons. All services are accessed by
a device agent via a pre-defined XML communication
protocol.

Once a service has been agreed upon, all subsequent
communications are between adevice agent and aservice
agent. Communication between these two agents can be
classed into two types: system+level and user-level com-
munications. System-level communication is aimed at a
device agent (not at a user) and is based on a XML com-
munication protocol. An example of a system-level com-
munication message is atask request. User-level commu-
nicationis aimed at a user and is based on courier agents.
An example of auser-level communication messageisthe
presentation of the outcome of a service.

The device agent comprises of four layers, shown in
figure 1. Each layer provides specific functionality:

1. Presentation: This layer is responsible for manag-
ing the presentation of awireless application, which
will be contained within a courier agent. This layer
providestwo specific servicesto courier agents: con-
tent management and logic control. Content man-
agement deals with how information is displayed
on a screen taking into consideration a user’s per-
sonal preferences and the functionality of the device.
Logic control deals with the interaction between in-
formation represented on a screen and the user (e.g.,
validation of aform).

2. Behavior: This layer is responsible for the limited
intelligence of the device agent, which comprises of
two parts: 1) Memory and 2) Discovery. As ade
vice agent observers a users interaction with various
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Figure 1: Structure of a device agent.

services it may choose to store specific details about
these interactions. This information can be used at
a latter stage by the device agent when it wishes to
handle some of the tedious tasks usually left to its
owner. For instanceif the device agent observes that
on a daily basis its owner accesses the weather in-
formation for a specific county, it may automatically
fill in this information instead of the user having to
manually key in the county name.

. Utilities: This layer is responsible for two specific

services: persistence and communication. These ser-
vices can also be requested by a courier agent. Per-
sistence allows the device agent to store content in
secondary storage that will remain once the device
is switched off. For instance, a user may be half
way through a transaction, when the network termi-
nates. The device agent may choose to store some of
the downl oaded courier agents and their state in sec-
ondary storage so that the user could resume from
their last point in the transaction once connected to
the network. Communication providesa generic net-
work protocol for the device agent to communicate
with a service agent. For example, a device agent
may use a HTTP or TCP socket connection when
communicating with a service agent.

. Security: Thislayer is responsible for securing any

of the upper layers. It secures the communication



between the device agent and service agents. Fur-
thermore, the security layer has to protect the device
from malicious or badly programmed courier agents.
It controls and limits the resource consumption of
couriers (e.g., communication bandwidth, memory,
CPU, etc.) and supports the revocation of resources
and the safe termination of courier agents.

3.2 Service Agents

Service providers who offer consumers (connecting via
wireless devices) access to their services also utilize
agent technology. Service agents will be used by service
providers to handle individual requests issued by users.
As in other e-commerce frameworks based on mobile
agents, such as e.g. in [2], service agents may migrate
in the wired network in order to contact required services
locally. For instance, service agents may be used for a
distributed search in the World-Wide-Web.

The primary role of a service agent is to represent a
user session within a service. In our framework a service
agent is responsible for only a single user, therefore as
more users access the service, additional service agents
will be created to handle their sessions. The length of a
session will vary from serviceto service. To personaizea
service to individual users, service agents may store var-
ious pieces of information regarding an interaction (e.g.,
what request they submitted). This information could be
used to offer specials or additional servicesto the user in
the future.

To interact with users, service agents may transmit
courier agentsto the users' devices. A service agents may
dynamically create anew courier, or it may pickup a pre-
defined courier agent from a repository. Courier agents
maintained within a repository contain generic applica
tion presentation logic, such as service selection or pay-
ment screens.

3.3 Courier Agents

Courier agents are single-hop agents that are transmitted
to mobile devices from a service agent. A courier agent is
comprised of two parts:

e the information to be displayed to a user (agent
state), and

e the businesslogic that determines how that informa-
tion is manipulated (agent code).

Courier agents typically have a short life span, once
they have displayed their information they may be
destroyed or cached depending upon the application.

Courier agents rely on the services offered by device
agents. For instance, a courier agent does not directly
display its information to a user, but makes a call to the
presentation service of a device agent to render its con-
tents to the screen. Using this approach, courier agents
are independent of the underlying device. Moreover, the
device agent is ableto mediate all actions of acourier. All
communication between a courier agent and the service
agent is based on XML messages.

In complex applicationsasingle courier agent does not
need to encompassthe entire user interface, instead it may
only be responsible for a small subset. Service agents
are in charge of supplementing new courier agents as re-
quired. This structure helps to minimize network com-
munication, as once downloaded courier agents may han-
dle a series of user dialogs before a new courier agent is
needed. This approach offersthe following two benefits:

1. If auser disconnects from the network, he will still
be able to interact with the courier agent off-line.
Once on-line, the courier agent may resume its ses-
sion with the service agent. The acceptable length
of inactivity will differ from application to applica-
tion. For instance, a conference reviewing system
may permit an infinite period of inactivity, whereas
an on-line store may only tolerate an hour of inactiv-
ity before terminating the session.

2. Mobile devices suffering from limited resources will
benefit from this approach, as only a small subset
of the presentation logic of the application will be
loaded. This may be further optimized by service
agents using adaptive agorithms to fine tune the
functional range of courier agentsto suite the behav-
ior of certain users and the computational power of
their mobile devices.

Figure 2 presents a sample scenario using our frame-
work. The steps that occur within this scenario are as
follows:

1. A user locates and issues a request to a service
provider.

2. A service provider creates a service agent to handle
the user’s service request.

3. The service agent and the device agent begin negoti-
ationsfor the service.

4. The service agent movesto another network location
to fulfill the user’s request.

5. The service agent communicates with the user by
sending courier agents.
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Figure 2: Overview of our m-commerce framework.

Within our framework there are restrictions on the in-
teraction that can occur amongst the three different types
of agents. These restrictions are presented within table
1. Thereason for these restrictions is that we wish to iso-
|ate different applicationsfrom each other, to protect them
from unwanted side-effects. The major restrictions are
placed upon service agents and courier agents. A service
agent is only able to communicate with a device agent
that initiated the service and only with courier agents that
it has generated. The same principle applies for courier
agents, they are only able to communicate with the ser-
vice agent they originated from and other courier agents
from the same service agent.

e O: Unrestricted communication.

e X: Restricted communication to a single device
agent that initated a service.

Table 1: Communication restrictions.

Device A. Service A Courier A.
DeviceA. O (e} o
Service A. X (@] Ox
Courier A. X X Ox

e Ox: Restricted communication to a group of courier
agents originating for the same service agent.

4 Testbed

A small testbed has been developed to test the viability
of our framework. The testbed is based on a shopping
center scenario, where consumers can access aweb portal
wirelessly viatheir PDA device for services such as:

1. Product locator: A service where a specific prod-
uct can be located within the shopping center. This
servicereturnsalist of possible stores that stock the
request product, including pricing information and
the location of the store.

2. Product comparison: A comparison servicethat |o-
cates a specific product based on given criteria. For
instance, a user may only wish to purchase the prod-
uct if atwo year warranty is given, while another
user may only purchase the product if it iswithin a
certain price range.

3. Store locator: A service, which locates a specific
store within the shopping center. This servicereturns
directions on how to locate the particular store.

4, Specials locator: A service that actively seeks out
product specials offered by stores within the shop-
ping center. Users can choose the types of prod-
uct specials they are interested in, e.g., electronics,
clothes, shoes, sunglasses, etc. The service returns
an electronic coupon that users can redeem at astore.

Figure 3 gives an overview of the testbed scenario.
A web portal acts as a central location where users can
access the four listed services via a wireless PDA. Ser-
vice agents will reside within this web portal. Some of
the larger stores within the shopping center may have a
network host, which service agents could travel to while
fulfilling a given reguest. Other smaller stores that do
not have a network host could store some of their prod-
uct information in the web portal itself. Within the net-
work hosts, other agents (representing the interests of
the stores) could negotiate with incoming service agents.
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Currently, only the specialslocator serviceisbeingimple-
mented. We will now discuss the implementation details
of the testbed.

4.1 Java?2 Micro Edition (J2ME)

The J2ME is aimed at developing Java applications for
two types of devices:. fixed or mobile. Fixed devices op-
erate with greater resources (e.g., 2-16 MB of memory)
and communicate via a fixed wireline network. Devices
such as web phones and TV boxes fall within this classi-
fication. Mobile devices operate with substantially lower
resources, such as 120-500 KB of memory, and commu-
nicate via a wireless network. Cell phones, PDAs, smart
phones, pagers, and household appliances fall within this
classification. To distinguish between both devices, 2ME
defines two separate specifications; Connected Device
Configuration (CDC) [ 7] for fixed devices and Connected
Limited Device Configuration (CLDC) [6] for mobile de-

vices. We are using the CLDC specifications for our
testbed work.

Within the CLDC specification there is a concept
known as profile. A profile defines acommon set of APIs
that are applicable for a certain product range (e.g., cell
phones). It will be up to manufacturers of different de-
vicesto come up with their own profile as reviewed within
the Java Community Process (JCP). The major benefit for
multiple profilesis that each profile will only contain es-
sential APl sets. This is extremely important as the in-
tended devices suffer from limited resources and any at-
tempt to overburden them with additional APIswill only
slow them down. Currently, thereis only one official pro-
file available, aimed at cell phones. It is called the Mo-
bile Information Device Profile (MIDP). There is a sec-
ond profile currently undergoing review, aimed at PDA
devices. As atemporary measure Sun has released a de-
velopment kit called the KVM [12]. This currently runs
on the Palm operating system, Windows, and Linux. Itis
the devel opment kit we used for our testbed.

4.2 Testbed Implementation

All three types of agents within the testbed were im-
plemented using Java-based tools. The service agents
were developed using the Aglets SDK[9], while the de-
vice agent and courier agents were developed using the
KVM SDK. Theimplementation for both the device agent
and courier agentsis based on an existing platform called
MAE [11]. In the following we provide some implemen-
tation details of the layers for a device agent:

1. Presentation — Content: The type of user interface
objectsthat could be used by courier agents are: but-
ton, radio button, text field, check box, tabbed pane,
etc.

2. Presentation—Logic: A call-back routine similar to
the standard Java event handling model was used.

3. Behavior — Memory: Only the type of service that
was accessed by auser was stored by adevice agent.
The information was stored within a Palm database.
The database size was only limited by available stor-
age space on the PDA.

4. Behavior — Learning: This service was not imple-
mented.

5. Utilities — Persistence: Courier agents could be
stored within a Palm database. The size was limited
to the available storage of the PDA.

6. Utilities— Communication: There were two com-
munication mechanisms supported, TCP sockets and
IrDA.
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Figure 4: Courier agent displaying the service options.

7. Security: Thislayer was not implemented, but there
are severa third-party encryption packages avail-
able, such as the Bouncy Castle Cryptography Pack-
age[10], which could be used.

The testbed was tested on asmall LAN network, con-
sisting of four desktop computers, a single wireless ac-
cess point, a network hub and a wireless PDA device.
The PDA device was a Handspring Visor that contained
a module from Xircom enabling the PDA to access a
802.11b Wireless LAN. Two screenshots from the service
running on the PDA are shown in figure 4 and 5.

The limitations within this testbed are that courier
agents need to specify in actual pixels, the location of
their GUI objects. Currently the device agent was not
able to provide a mechanism that would enable courier
agents to specify a weighting on which GUI objects get
greater preference. Furthermorethe KVM is at least three
times slower than native C, which effectsthe transmission
speeds of courier agents and general performance on the
PDA.

5 Conclusion

In this paper we have presented a m-commerce frame-
work based on mobile agent technology. This framework
offersthe following benefits:

1. Through the use of mobile agents, we are able to
offload the majority of the processing onto servers
without the need of constant network communica-
tion.

2. Only asubset of an application is loaded onto a mo-
bile device, which assists in minimizing resource us-

age.
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Figure 5: Courier agent presenting the results from the
service.

3. Off-line processing is supported, as well as the abil-
ity to resume processing in case of disconnections.

Future areas that need to further explored within our
framework include:

e Developarelative GUI placement mechanism within
the device agent, which will allow courier agents to
display their information regardless of the screen di-
mensions of the underlying device.

e Develop a true push mechanism that will enable
alerts to be sent from a service agent to a device
agent, rather than the device agent having to poll the
service agent if any courier agents are to be sent.

e Investiage the real feasibility of a courier agent op-
erating in offline mode. What sort of resources are
needed at both locations to keep the service agent
and courier agent in storage.

e Examine other development kits that could be used
to implement this framework, such as J9[4], JBed[3],
Kada[8], etc. Are there any performance improve-
ments over the KVM devel opment kit.
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